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What the proposed HIPAA Security
Rule changes mean for your
organization
For the first time in more than two decades, the HIPAA Security
Rule is being substantially rewritten. Here is what the proposal
actually requires — and where most organizations will find the
gap.
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n December 27, 2024, the U.S. Department of Health and
Human Services published a Notice of Proposed Rulemaking

to strengthen cybersecurity protections for electronic protected
health information (ePHI). The proposal is, to put it charitably,
comprehensive — rather like discovering your comfortable old
house needs rewiring, replumbing, a new roof, and perhaps a
structural survey. All at once. The good news is that none of it is a
surprise to anyone who has been paying attention.

The NPRM identifies ten discrete categories of compliance action across
administrative, physical, and technical safeguards. What follows covers
the most operationally significant among them.



01 — Technical Safeguard

Encryption becomes mandatory
The proposal would require all ePHI to be encrypted at rest and in
transit. This marks the end of the "addressable" implementation
specification, which let organizations decide whether encryption was
reasonable and appropriate for their environment. The word
"addressable" has been retired, having spent two decades being
cheerfully misread as "optional" by a significant portion of the industry.
It will not be missed. A small ceremony is planned.

02 — Technical Safeguard

Multi-factor authentication is now required
MFA would become mandatory across relevant systems, bringing HIPAA
broadly into alignment with the security already expected of your online
banking, your email, and the app you use to order a sandwich. It closes
a gap that has featured prominently in recent high-profile healthcare
breaches — and closes it firmly. Covered entities and their business
associates should assess current authentication practices against this
requirement without further delay or creative interpretation.



03 — New Formal Standard

Patch and vulnerability management become formal
standards
The proposed rule introduces two standards not previously in the
Security Rule: patch management and vulnerability management.
Automated vulnerability scanning and annual penetration testing by
qualified personnel would also be required.

15 days
to apply critical-risk patches from
identification

30 days
to apply high-risk patches from
identification

60%
of breaches in a 2019 study cited in the NPRM could have been prevented by a
patch that was already available. The patch existed. It simply had not been
installed. The Department has taken note of this with what one imagines was
considerable restraint.



04 — Technical Safeguard

Configuration management joins the technical safeguards
A new configuration-management standard would require consistent
technical controls across all relevant systems: mandatory anti-malware
coverage on every technology asset, removal of extraneous software,
secure operating-system configuration, and the disabling of network
ports identified as risks. Real-time audit trail and system log controls
are also newly formalized as a named standard.

Taken together, these proposals reflect a Department that has spent
twenty years watching organizations treat configuration as someone
else's responsibility, and has decided to be rather more specific about
whose responsibility it actually is.

05 — Administrative Safeguard

Asset inventories and network maps are required
Regulated entities would have to maintain a written technology asset
inventory and a network map, updated at least annually. OCR's
enforcement history reflects that many organizations have lacked a
clear picture of where their ePHI resides and how it moves through their
systems. This requirement formalizes the entirely reasonable
expectation that you know what you have and where it lives.



06 — Supply Chain

Business associate notification windows tighten
Business associates would have to notify covered entities within 24
hours of activating a contingency plan, and provide written verification
of their compliance with technical safeguard requirements. Prompt,
structured accountability throughout the supply chain is no longer a
matter of good faith and optimism. It is a matter of documented
obligation.

07 — Governance

Documentation, training, and compliance audits
Policies, procedures, and security awareness training would need review
and updating at least annually, with training that reflects the current
threat landscape rather than a static checklist assembled sometime
during a previous administration. Regulated entities would also have to
conduct Security Rule compliance audits — an obligation that did not
previously exist by name. The once-a-year click-through module and the
undated policy document living quietly in a shared folder are not, it
turns out, sufficient.

What this means in practice
The scope of this rulemaking is substantial. Across the ten categories of
required compliance action, the proposals touch every layer of a
security program — from how systems are inventoried and configured,
to how vulnerabilities are found and remediated, to how business
associates are held to account.

Organizations with strong security programs will find much of this
familiar territory. For those without, the gap between current posture



and proposed requirements deserves honest assessment sooner rather
than later.

The comment period has closed and final rulemaking is pending. The
time to review your posture against these proposed requirements is
now — not when the final rule arrives and the timeline becomes rather
more pressing.

Talk to us about your security program
Rhodian Group works with covered entities and business
associates to evaluate current security programs, identify gaps
against proposed and existing regulatory requirements, and build
practical remediation roadmaps. If you'd like to discuss what
these changes mean for your organization, we'd welcome the
conversation.
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advice. The Security Rule NPRM described here is a proposed rule; final requirements and timelines
are subject to change. © Rhodian Group.


